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Introduction

The MSP Builder RMM Suite delivers a high level of automation to both the endpoint and to the RMM
Platform, reducing the amount of administrative effort required to fully leverage your RMM solution. It
does not, however, eliminate all regular maintenance, and there are specific manual tasks that must be
performed when adding new customers or locations to existing customers. Each RMM will require
specific steps to be performed or may not need (or support) the feature being configured.

This guide is divided into two sections - regular RMM Platform maintenance tasks that should be
performed on specific intervals, and New Customer/Location tasks that are required to allow the
automation to function effectively.
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Regular RMM Platform Maintenance Tasks

There are 4 basic types of platform maintenance tasks that must be performed by the RMM Suite
customer, including:

Platform Initiated - performed when the RMM platform is updated, usually through software
updates or upgrades.

Weekly Tasks - a set of maintenance tasks that ensure that all of the automation is operating as
expected. Each RMM platform presents unique challenges that are coupled to endpoint platform
changes. These tasks make sure that everything stays “in sync” to correctly deliver the
automation to each endpoint. These tasks generally take just 5-10 minutes but are essential to the
smooth operation of the RMM and the RMM Suite software.

Monthly Tasks - generally related to reviewing and managing application and Operating System
patches and updates. This requires 15-20 minutes in a typical environment.

Occasional Health Checks. These should be performed on a regular basis - monthly to quarterly -
and “spot-check” that the RMM platform is accurately performing the tasks that the RMM Suite
has requested. The RMM Suite reports on operational health each day when the tasks complete,
so reviewing this data occasionally will make sure that your system is performing at peak levels.

Overall, the RMM Suite requires a minimal amount of regular maintenance to keep the RMM platform
running optimally. Most environments require an hour or less each month to fully maintain the RMM
platform, including patch and update administration.

Regular Maintenance Tasks - 3
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After RMM Platform Updates/Upgrades

When the RMM platform is updated, some platforms need RMM Suite settings to be reconfigured or
updated. These mostly relate to RMM Suite applications or automation related to initiating endpoint
software updates.

Kaseya VSA-9:

There are two views that must be updated any time the VSA platform is upgraded. To determine the VSA
Agent Version, navigate to the Manage Agents screen - locate the message similar to the one shown
below:

Latest agent version available: 9.5.0.8

Update the following views:

e ! Agent - Agent Version is Current
e | Agent - Agent Version is Outdated
Select each of the views in the View Definitions editor, click the Define Filter button, then update the

Agent Ver field (usually only the last 1-2 digits unless there is a version upgrade).
Agent Ver (number only-4050002) < 2050008

The version number is defined as a main number with no leading zero, then the three minor release
numbers with leading zeros to make each value be represented as two digits. Thus, if the Latest agent
version available value is 9.6.1.23, you would define the value in the view as “9060123”.

Other RMM Platforms:
No special post-update actions are required.
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Weekly Tasks
These tasks are primarily to verify that automation is being applied and processed correctly.

Kaseya VSA-9:
e Check Policy Compliance - recommended first thing each Monday morning:

® QXS @ =0 (-] (* Refresh
Search Navigation R Machine Id: ¥-)
=] [ 4] 41 [of1 AL 100 (v No Records Selected
1| Machine GrouplD
Summary ] E‘ desktop-DcpfIsg.usnj-ewp.wks'
Overview | B @ edrmm0iwdrootkserver
Dashboard ] E‘ . nyeyel2-pcroct.unnamed
] E‘ . ws10.roct.unnamed
Logs
S ws17.root.unnamed
1B @
Policy Matrix
Configure

Policies
Settings
Assignment
Organizations / Machine Groups

Machines

o Navigate to Policy Management — Assignment — Machines

o Select the Policy Compliance Status column “...”, select Filter, then select ONLY the

Override (Orange) option. You must select overrides first as overrides are also non-
compliant and will be shown with that filter enabled as well, which can mask the override
condition and prevent fully resolving the issues.

Select all agents and click the Clear Overrides button. Wait a few minutes for the process
to complete.

Change the filter to display ONLY non-compliant settings (red).

Select all agents, then click Reprocess Policies

You should make note of the agents that are initially displayed when the filters are
applied. If the same agents repeatedly report non-compliance, investigate which settings
are in conflict and adjust the policies or policy application. Request support assistance
from MSP Builder if necessary.

Overrides are the result of performing manual configuration actions. All configuration
needs to be done through system policies to be effective. Non-Compliance can result
from several conditions, including conflicting VSA settings (check for custom policies),
conflicts with Active Directory, or even SQL issues that can arise after certain update
actions.
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e Check the Patch Scan schedule:

Spot check a group of machines or a couple of organizations.

@ @ @ @ = MachinelD:[ | Q Apply Machine Group: < All Groups > v View: [< No View > v| [#{Edt.. Ty Reset
Search Navigation P Goto<SelectPage> || Show[10 W] §machines

Schedule scans for missing patches and updates. || Remind me when machines need a patch scan scheduled

2 ] Ll | cance | Fun Now | Set Defauit Soan Source to:|_ Online || Offiine_|* Note: Machines with Legacy scan source cannot be changed.
Manage Machines X\ next to scan source indicates that the last scan source did not match the default scan source.
) Select Al /' Skip if machine offline
Scan Machine Unselect Al Machine.Group ID Default Source  Last Scan Next Scan Recurrence
eskiop-

Patch Status e Online 2:08:00 pm 2-Apr-18 Weekly every 1 week(s) on Monday

) @ [ edmm0lwdrootkserver Online 2:56:00 pm 2-Apr-18 Weekly every 1 week(s) on Monday
Initial Update @ [ nyeyed2-pcrootunnamed Online Not Scheduled

o Verify that eachkagent has a scan schedule applied — these times may be different if you
customized the patching module.

= Workstations — Every Monday between 10 AM and 4 PM

= Servers — Every Monday between 12:30 AM and 4:30 AM*

= Systems without scheduled scans — verify the reason — unmanaged or special
group, PATCH setting in the Policy Control field?

*Servers in an unmanaged group will scan on the same schedule as workstations - 10 AM-4 PM Monday.

If MSP Builder’s Flexible Patching is utilized, scanning for updating is run automatically. The VSA is
used only for status reporting, and either Patch Management or Software Management scans can be used.

Other RMM Platforms:
No special weekly actions are required.

Regular Maintenance Tasks - 6
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Monthly Tasks

These tasks are primarily related to endpoint patching, application updating and Operational Status. These
tasks can take 15-30 minutes depending on the RMM platform.

Kaseya VSA-9:

The following tasks are required if using VSA native patching. If using MSP Builder Flexible Patching,
these tasks are not required.

The RMM Suite generally auto-approves most updates, but those categories that have historically caused
problems are set to require manual review and approval whenever possible. The RMM Suite generally
uses three overlapping policies to reduce the amount of effort to configure typical server or workstation
updating

Review and Approve Patches by Policy

Approve o deny patches by policy.
Iritial Update and Automatic Update only install approved patches

~] Save As.. Copy Approval Statuses to Policy | Prod-Servers ~] [ CopyNow

2721 machine(s) inthis patch policy are also members of other patch policies. Which mochines?
Whenever a machine is in multiple patch policies and a patch is denied in af least one of those policies, the patch is automatically denied for that machine.

Policy [ Baseli

Patch Approval Policy Status for_Baseline Policy View / Group By: [ Classification| v |

A

‘Approved Denied Pending Approval Totals Default val Status
‘Security Update - Critical (High Priority) 848 @0 @ spproved
o - I 0 @08 rpproved
@0 @ approved
@@ spproved
@0 @ spproved
@ 0@ spproved
@ 0@ spproved
@0 @ spproved
& B @ approved
@ 0@ spproved
@0 @ penied

°
&

|E|E|!
Bl

(|8
B[

=S

0
0
0
0
27. 0
0
1
0
6

oeeeceoceo
5] [

=
£ -

0 1
Totals 5732 21 []

Click on the links in this table to drilldown to the pafch approval details.
Click on the icons under Default Approval Status to chenge the default stafus.

[T Override Default Approval Status with Denied for ‘Manual Install Only’ updates in this policy.
(] override Default Approval Status with Denied for Windows Update Web Site' updates in this policy
Override Defauit Approval Status with Denied for superseded updates in this policy.

Set New Patch Product Defaut Approval Status in this policy: [ Approved ~]

¢ Navigate to Patch Management — Patch Policy — Approval by Policy
e Select each Policy from the drop-down list
o Select any classification from the Pending Approval column, select all patches from the approval
window, and either approve or deny as per the Default Approval Status column. These are
patches that have been discovered on agents after the auto-approval period and require manual
approval or denial.
e Select the classifications where the default status is ‘Pending Approval”
o Review the updates, looking for any that should be denied. Select these and click Deny.
o Select All remaining updates and click Approve
e Repeat for each policy in the drop-down list that has pending approvals.

Use the filter to focus on what you need to select. Set the “Published” field to something like <
"20180430" to exclude updates from the current month (set to the end of the prior month) — giving you
time to identify problematic updates before you approve them. The Security Bulletin field can also be
filtered to look for things like “.Net” or “IE” depending on the policy you are validating.

Note that the Block DotNET policy requires two search / deny cycles. Search first for “.NET” in the
policy and deny all updates found, then search for “DotNET” and deny all those updates. You can safely
clear the filter and approve all remaining updates for that policy. This dual-pass method is needed
because Microsoft doesn’t consistently name these updates.

Regular Maintenance Tasks - 7
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Operational Health Checks

These checks make sure that the automation is functioning properly and isn’t being blocked by local
Antivirus/security software. These checks should be done so that issues are identified and resolved at least
once per quarter, although a monthly cycle is preferrable where possible.

Verify Configuration Steps were followed

o Review the steps for new customer or site and ensure that all settings are defined properly.
o Cloud Script Variables are correctly defined for client-specific settings.
o Automation Controls are properly defined:
= Org Workstation Patching Schedule (Flexible Patching)
= Org custom field setting “Is Managed” is enabled
For VSA-9, the root group hame must not be “unm” - any other name indicates a
managed group of devices. Search for agents that are directly in the root group
and move them to the correct sub-group.
= Platform host class override (using Workstation O/S in a Server role) by setting
the Host Class device custom field.
For VSA-9 - ensure that all agents are in proper groups. Placing workstations
into the “servers” group applies server operational monitoring.

Check the RMM Suite Operational Health Status
Review the RMM Health Status field and check the following at least once monthly:

e Auth: Reports PASS (Home Edition systems report “WARN”)
This confirms that the computer is obtaining a valid RMM Suite license.

e Maint: PASS
A FAIL message could occur if the local AV or security software is blocking the RMM Suite
tools. Make sure that the C:\ProgramData\MSPB folder is whitelisted.

e Audit - check 3 items:

o Ver. - all computers should show the same version if they are online. Note that a slightly
older version could be displayed if the system had been offline and has not yet run its
updates or daily automation.

o Collect: PASS - verifies that the data collection was successful

o Update PASS-date - Verify that the date listed is within 1-2-days of the current day. If the
date is older, then the audit is not actively running.

e AD: <date>
This is the date of the newest RMM Suite application. All systems should show a consistent date
in this field. Again - this can vary slightly for mobile systems. The goal is for the majority of
systems to be at or close to the same date.

If using RMM Suite patching (VSA-9 Patch Management or MSPB Flexible Patching) - verify that all
servers have a defined Patch Schedule code. This field should never be blank on servers. Use MANUAL
or NONE if automated patching is not desired.

Check the Policy Control field. This field defines tags that disable monitoring and automation
components. It is a good idea to verify that the automation and monitoring overrides are still required.

If this field is BLANK, verify that the RMM Suite tools are deployed.

If this field contains “UNKNOWN?”, confirm that your AV/security product has whitelisted both
C:ATemp\mbrs and C:\ProgramData\MSPB folders.

Regular Maintenance Tasks - 8
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New Customer/Site Configuration Tasks

These steps are needed to ensure that all automation functions after adding a new customer or a new
location (site) to an existing customer.

Kaseya VSA-9:

Use the Offline Management tool to automatically create the customer organization and site group(s) —
this will ensure that groups are created and named properly. Group names are used to control the
automation, and improper naming can prevent the automation from functioning. The manual creation of
clients and machine groups is strongly discouraged. The automation will also define the organization’s
primary location information and set the customer’s operating hours by applying the correct Set-up Type.

Other RMM Platforms
Manually create the customer/site configurations as per your platform requirements.

New Customer - RMM Configuration

These manual steps MUST be performed after the automation has created the customer and group
structure.

e Set the Is Managed custom field to “No”. (VSA-9 uses the root group name “unm? instead). This
allows you to onboard a new customer without the automation and patching taking effect
immediately. Once all review and prep actions are complete, you can “go live” by simply setting
this field to “Yes” (VSA-9 - rename the group from “unm” to “m”).

e If using Flexible Patching, define the WS Patch org-level custom field using an appropriate
schedule code. (VSA-9 uses the “wkstns” group name to define the schedule if using the VSA
Patch Management system.)

e Identify any “special” systems and apply

New Customer - MSPB Portal Configuration

These steps are RMM platform-independent and should be configured in the MSP Builder Cloud
Configuration Portal.

o Define the Cloud Script Variables for the new customer and site(s). Other variables may be
required by the client for local customer credentials and various application licensing used by
installation procedures.

o Navigate to Tech Resources - Config Mgmt to access the MSP Builder Cloud
Configuration Portal.
o Select the Cloud Script Variables configuration option
o Define the following required variables:
= RAUSserID The local admin user 1D used by the MSP
= RAPassword The local admin account password used by the MSP
= RAUserName The (optional) First / Last name of the account
= Define the CA UserID, Password, and UserName values if required
= Optionally set the MGUIArgs variable to control the User Interface operation.
Configure any other required Managed Variables to deliver customer-specific data as per your
local standards. This may include software license keys and other such settings.
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o Review the Maintenance and Smart Monitor configurations and determine if the new client
requires any custom settings. Create the necessary configurations using the MSP Builder Cloud
Configuration Portal.

New Customer Configuration Tasks - 10
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Administration via Offline Management Tools - VSA-9

These tools are used on Kaseya VSA-9 to simplify and automate the creation of the client machine-group
hierarchy. As VSA has limited support for org level custom fields (not accessible to scripts/procedures),
the group structure is used to provide configuration settings that are available from the moment an agent
is installed. The RMM Suite utilizes a minimum of 4 levels of organization:

CUSTID . CLASS . HOST TYPE . LOCATION

(spaces added above for clarity)

e CustiD the short Customer ID (Org Ref) assigned when the customer is created

o Class “unm” for an unmanaged (automation disabled) client. Rename to any other name to
set the customer as “managed” (automation enabled).

o Host_Type Either “servers” or “wkstns” and is used to define the role of the device. Placing a
workstation into the servers group applies server monitoring and related actions that
would typically only be appropriate for a server.

o Location This defines the site and location (or department) where a group of computers is
located. The sole purpose of this level is to provide an ability to control the
deployment of automation to a specific GROUP of computers.

NOTE:

You must update your OMT package for use with VV3.0! You can delete all of the .BAT and .BMS files,
then download and extract the 3.0 package into your current folder (be sure to unblock the ZIP file first!).
The first time and every time thereafter, the tool will automatically check for and download any updates.
The first time, it will rename your .XLSX files - simply delete the files it downloaded and rename the
backed-up copies.

The offline tools allow a simple management method that provides a consistent configuration and ensure
proper operation of the RMM Suite automation. These should be used whenever possible to create new
organizations or location groups for existing organizations. The scripts and data files should be located on
a local file share, as the applications will not run and access data from most cloud-based storage platforms
(Google Drive, SharePoint, etc.).

All tools and functions are accessible through the AdminTools.BAT script. This launches the main app
that checks for updates and displays a simple numeric menu.
MSP Builder, LLC - RMM Suite

======= = - ‘O =======

Generate 5ite Codes
Create the Customer Orgs & Groups

Load th i hedule Codes spreadsheet with data
Open th at: hedule Codes spreadsheet
Schedule Data to VSA

Launc

Enter your choice, or "Q" to quit:

Appendix | - Offline Management Tools - 11
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Org & Site Management

1- Open CustomerLocations Spreadsheet
Scroll to the end of the worksheet to add the customer org or site.

For a new organization:

o Complete the Customer ID, Name, City, State, Country, M or UNM, and C-Type fields. See the
Instructions tab in the spreadsheet for further information.

o The City must be spelled correctly. Common issues are hyphen/space, abbreviations (St.
vs Saint). When in doubt, open and review the LOCODE.xIsx spreadsheet.

o C-Type can be blank to default to Standard coverage.

o WIT/S/P can be blank — this will create the site group under both Servers and
Workstation groups. Do not enter the slashes into the data field. If you specify any value
other than “P” in this field, you must explicitly define all agent types:

= “S” creates a site group below the Servers group

= “W” creates a site group below the Wkstns group

= “T” creates the TClients group if not present, then creates a site group below
TClients. This is used to separate thin-client systems, which often require special
methods for updating or configuration changes. We recommend using this option
whenever there are more than a few thin-client systems.

For additional sites for new or existing organizations:

o If the customer has multiple locations, duplicate the Customer ID and Name values, then define
the remaining fields to uniquely identify the location. The Customer ID and Name must be the
same for all locations associated with a customer organization!

o If this is a second location in the same city/state, provide a custom ID tag in the
“Qualifier” column.
o Perform this step if you are adding a new location to an existing customer.

Save and close the spreadsheet

2- Generate Site Codes

This runs the GenSiteCodes process, mapping the country, city, and state/region to the UN LOCODE
data. Note any locations that failed to be identified — these are often misspellings or are defined slightly
differently in the LOCODE spreadsheet. If the location does not exist in the LOCODE spreadsheet, you
can either use an alternate location that does exist or define your own code. If you create a custom code
that follows the LOCODE standard, make sure it does not already exist in the LOCODE spreadsheet! Re-
run this step if you made corrections to city names.

Open the CustomerLocations spreadsheet (menu option 1) and verify the Code column contains Site-1D
data. For any customer with multiple locations in the same city, edit the site code that was generated and
add the identifier that you defined in the Qualifier column. We suggest using a “locn” format — a short
location qualifier based on the site’s purpose or street name. Save any changes and close the spreadsheet.
Note that the Qualifier will be forced to all lower case and cannot contain spaces or periods. We
recommend limiting special characters to the underscore or dash. The qualifier is appended to the location
group with an underscore character.

3- Create Customer Orgs & Groups
Run the Create Org Grps task to create all of the organizations and locations not already defined in the
VSA. Verify that all orgs and groups have been created by checking the VSA orgs list.

Appendix | - Offline Management Tools - 12
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Server Patch Schedule Management
4 - Load the Patch Schedule Codes spreadsheet with data

This will query the RMM platform and return a list of client Org IDs and Servers. You will be prompted
to type “YES” to confirm that the data in the spreadsheet will be replaced. The spreadsheet is a tool to
manipulate the data. The actual current data is stored in the RMM, so overwriting it the correct action.

5 - Open the Patch Schedule Codes spreadsheet

This will launch the spreadsheet using Excel. The data may be in a random order as returned from the
RMM platform. Select the green-shaded fields and using the Data = Sort menu option, sort the data. The
default is to sort by OrglD, then Server Name.

Apply or Modify the Patch Codes as appropriate. Every agent should have a code! Use “MANUAL” for
manual patching, and “NONE” for servers that are not patched by the MSP. An empty patch code leaves
room to question whether it is an oversight in planning.

Save and close the spreadsheet when all codes have been set.
6 - Send the Patch Schedule Data to the RMM

This pushes the codes defined in the spreadsheet into the RMM. This triggers the RMM automation to
apply the schedule.

Note that using the RMM Suite’s System Updating tool will perform both application and O/S updating
using any RMM Suite schedule code. When using RMM-specific patching, then only specific schedules
are supported. See the spreadsheet for information about platform specific (Pxxx) codes and RMM
Suite’s Universal codes (Uxxx). The RMM Suite Updating tool supports Windows, Mac, and Linux
platforms with the flexibility to use any schedule on any endpoint without worrying about separate scan
schedules.

Appendix | - Offline Management Tools - 13



